Cyber Security Policy C3 Church Christchurch
	Policy Name:
	Privacy Policy

	Date of Implementation:
	April 2026

	Version:
	1.0

	Approved by:
	The Board 



1. PURPOSE AND SCOPE

This policy protects the confidentiality, integrity and availability of C3 Church Christchurch (The Evangelistc Trust’s) information—especially personal information (e.g., congregation records, pastoral care notes, volunteer details) and financial information (e.g., tithes/donations, supplier invoices, payroll). It covers data stored in Microsoft 365 (M365), Infoodle, MYOB, Xero, Westpac online banking, and any devices or media used to access these systems. It also affirms the church’s obligations under the Privacy Act 2020. 

This policy helps us protect our people and steward finances wisely. It applies to all staff, pastors, volunteers, contractors and ministry leaders who access church systems or data. It reflects NZ law and practical guidance from the National Cyber Security Centre.  


2. LEGAL AND REGULATORY ALIGNMENT 

Privacy Act 2020 (PA2020): The church will collect, store, use and disclose personal information in accordance with the Privacy Act 2020. In particular the information Privacy Principle Five: Storage and Security of Personal Information, which states:

Organisations must ensure there are safeguards in place that are reasonable in the circumstances to prevent loss, misuse or disclosure of personal information.

If an organisation has a serious privacy breach it must notify the Office of the Privacy Commissioner as soon as possible (within 72 hours).
3. GOVERNANCE, ROLES AND RESPONSIBILITIES

The Board: Approve this policy, oversee risk, and receive security and privacy reports if there are are issues.

IT Manager: Implements technical controls (M365 baseline, backups, device management), maintains access reviews, coordinates privacy compliance, training, and breach notifications

All users (staff & volunteers): Must follow this policy, complete training, and report suspected incidents immediately.


4. INFORMATION CLASSIFICATION & HANDLING

We classify information to apply proportionate controls:
· Highly Sensitive: Pastoral care notes; vulnerable person details.
· Sensitive (Personal): Contact details, attendance, volunteer info, child/youth data, personal identification (passport / drivers license), photos.
· Sensitive (Financial): Donations/tithes, supplier invoices, bank details, payroll.
· Internal: Meeting minutes, rosters.
· Public: Website content, public newsletters.

Minimum handling rules:
· Store Highly Sensitive and Sensitive data only in approved systems (M365, Infoodle, MYOB, Xero), not on personal devices or unapproved cloud apps. Use church‑managed folders (SharePoint/OneDrive) with restricted permissions for minimal access necessary. 
· Disable external sharing by default for sensitive folders; if sharing is required, use time‑limited links and review access quarterly.  
· If there is a danger of others accessing your computer then store sensitive information in password protected folders. 

5. ACCESS CONTROL

Least privilege: Grant users only the access they need to perform their role. Quarterly access reviews are required for M365, Infoodle, MYOB, Xero and Westpac to ensure that only current staff/volunteers have access to information. 

Multi‑factor authentication (MFA/2FA): Mandatory for all cloud systems and remote access (M365, Infoodle, MYOB, Xero, Westpac). Infoodle enforces 2FA for all users; Xero requires MFA; Westpac employs Online Guardian challenges and one‑time verification codes; M365 is setup so that all staff members are required to use MFA. 

Passwords: Update passwords every six (6) months (or immediately after suspected compromise), noting that MFA plus strong unique passphrases is the primary control.

Account lifecycle: Immediately disable accounts for departing staff/volunteers; transfer ownership of documents/mailboxes where appropriate.


6. DEVICE SECURITY

We Prohibit storing sensitive data on USBs; if absolutely necessary, use encrypted media and register it with the IT Manager.


7. EMAIL & COLLABORATION SECURITY (MICROSOFT 365)

The church operates M365 and has enabled the Microsoft security baselines and Defender recommendations. We have enabled standard M365 preset security policies to standard to protect against phishing, malware, and malicious links/attachments. 



8. DATA STORAGE, LOCATION AND BACKUPS

We are satisfied that our data is securely stored and that the organisations that we use adequately protect the information:
· Sharepoint, OneDrive, Exchange (emails) and Teams are all stored in Australia, which offers adequate protection for data. 
· Infoodle hosts NZ client servers in Auckland, with two nightly backups stored in separate physical locations in Auckland and a third backup overseas, retained for 14 days. Traffic is encrypted (HTTPS); servers are protected by firewalls and monitored.  
· Xero encrypts data, replicates across data centres for availability, 
· MYOB cloud services are hosted in Australia on Microsoft Azure or Amazon Web Services (AWS). 
· Westpac uses Online Guardian to monitor for unusual activity, one‑time verification codes(SMS/app/token) for certain transactions, fraud detection and Mastercard Identity Check for e‑commerce. Users must never share codes.  

If financial or personal data is exported (e.g., CSV from Xero for audit), files must be stored in M365 SharePoint with restricted permissions and deleted after use per retention schedules. USB drives must be encrypted and approved.

We will test restoration of at least one workload (e.g., a SharePoint library) annually and after material changes.


9. DATA RETENTION & DISPOSAL

Principle 9 of the Privacy Act states that an organisation should not keep personal information for longer than it is required for the purpose it may lawfully be used. 

At end of retention, securely delete or anonymise records and ensure third‑party systems (Infoodle, Xero, MYOB) reflect the same.  

10. INCIDENT RESPONSE & BREACH NOTIFICATION

If there is a breach of our systems staff are to report immediately to the It Manager. This includes suspected: phishing, lost/stolen device, malware, ransomware, unauthorised bank transaction, or misdirected funds.

In the case of a breach our steps are to: 
a) Contain (isolate device, revoke sessions, reset credentials)
b) Preserve evidence (logs, emails)
c) Assess impact (especially on personal information and finances)
d) Decide if notification is required to the Office of the Privacy Commissioner (serious harm threshold)
e) Notify affected individuals promptly with practical advice (e.g., password resets, bank monitoring)

For bank fraud, staff are to contact Westpac immediately and follow their fraud response guidance.  


11. Artificial Intelligence (AI) and Generative AI (Suggested addition 

The Church recognises that Artificial Intelligence (AI) tools can improve productivity and administration. However, AI systems may introduce privacy, confidentiality, security and legal risks if used incorrectly.

Approved AI Services
Staff and volunteers may only use AI systems approved by the IT Manager.
The Church's preferred AI platform is Microsoft 365 Copilot because it operates within the Church's Microsoft 365 security environment and respects existing access controls.

Prohibited Data Entry
Users must not enter the following information into non-approved AI systems:
· Pastoral care notes
· Prayer requests
· Counselling records
· Child or youth information
· Donor information
· Financial records
· Bank account details
· Personal identification documents
· Staff employment information
· Any information classified as Highly Sensitive or Sensitive under this policy

Human Responsibility
AI-generated content must be reviewed by a human before:
· Distribution to church members
· Publication on websites or social media
· Use in financial, legal, employment or pastoral decisions

Users remain responsible for the accuracy and appropriateness of AI-generated content.

12. PERSONAL USE

Church-provided email accounts, systems, and software are supplied primarily for Church ministry and administration purposes.

Reasonable personal use is permitted provided it:
· Does not interfere with Church duties or responsibilities;
· Does not create security, legal, or reputational risk for the Church;
· Complies with this policy and all applicable laws.

Church email addresses and systems must not be used to operate, promote, or conduct an external business, commercial venture, political activity, or other organisation without prior approval from the Church.

12. TRAINING & AWARENESS

Onboarding & refreshers for all users on: Privacy Act basics, phishing, password hygiene, MFA, secure file sharing, donor privacy, and handling child/youth data.
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Cyber Security Policy – In Brief
Purpose & Scope
This policy aims to safeguard people, steward church finances responsibly, and meet legal obligations under the Privacy Act 2020. The policy covers information stored on devices or accessed through church systems including Microsoft 365, Infoodle, Xero, MYOB, and Westpac online banking.

Information Classification & Handling
Information is classified as Highly Sensitive, Sensitive (Personal or Financial), Internal, or Public, with stronger protections required for more sensitive data. Sensitive information must be protected with restricted access.

Access & Identity Security
Access is granted on a least‑privilege basis and Multi‑factor authentication (MFA) is mandatory for all cloud systems and banking. Passwords must be changed every six months or immediately after a suspected compromise. 

Device, Email & Data Security
Sensitive data must not be stored on USB drives unless encrypted and approved. Microsoft 365 security baselines and protections against phishing and malware are enabled. Church data is hosted in New Zealand or Australia, with encryption, backups, and annual restore testing in place.
 
Incident Response
All suspected security incidents (e.g. phishing, lost devices, unauthorised transactions) must be reported immediately. The church will contain the incident, assess impact, preserve evidence, notify authorities and affected individuals if required, and work with Westpac in cases of bank fraud. 
 
Training & Review
All users receive onboarding and refresher training on privacy, cyber security, and safe data handling. The policy is reviewed periodically to remain legally and operationally up to date.

For the full policy go to www.c3chch.org/policies. 
